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Network Security and Packet Classification

Technologies such as Software Defined Network (SDN) and Network Function Virtualization (NFV), which
enable more flexible network construction and operation by using software on general-purpose PCs, have
attracted attention. We are trying to develop a decision tree construction method for packet classification
that is more flexible and faster than existing methods such as BDD and MTBDD, and to clarify the
effectiveness of this method.

In NFV (Network Function Virtualization), the VNE (Virtual Network Embedding) problem has been studied
to efficiently operate the demand network on the underlying network. We are developing an algorithm to

perform embedding without waste based on the characteristics of the requested network.
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On the interconnection networks of supercomputers

Our research activities are mainly focused on graph
theory. More precisely, we have been actively
researching system dependability, focusing on
interconnection networks of massively parallel systems.
Modern massively parallel systems embody hundreds of
thousands of CPU nodes. This number is steadily
increasing, and supercomputers are already reaching the

1-million node. The interconnect topologies of early

- ~ - supercomputers, like the hypercube topology, are today
replaced by more complicated topologies, like torus-connected cycles networks (see figure).

In such environment, routing is a critical topic to retain performances high, that is avoiding that data
communication become a bottleneck. Also, at the same time, as the complexity of the new topologies used
for interconnection networks increases, routing is becoming more difficult and thus requires much attention.

A key point of our research is disjoint-path routing. Effectively, as the number of nodes continuously grows,
faults (out of order computing nodes or broken links) are very likely to appear. Hence it is a critical issue to
find routing paths that are mutually disjoint so as to maximize the probability of finding one communication
route that avoids faults. Also, path disjointness is a critical property of a routing algorithm since it ensures
lock-free data transmission along the selected paths. Effectively, as each path includes distinct nodes,
notorious blocking situations such as deadlocks, livelocks or starvations are guaranteed to be avoided. This

is a tremendously important asset for routing algorithms and parallel processing in general.
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